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Lazar Rudan

NETWORK INFRASTRUCTURE ENGINEER /

CLOUD ENGINEER / INFRASTRUCTURE
DEVELOPMENT COORDINATOR /
SECURITY ADVISOR

Contact

Email:
lazar@rudan.me

Website:
rudan.me

Location/Hometown:
Novi Sad, Serbia

Education

Master of Science in Computer Science
(2017-2018)

Bachelor of Science in Engineering
Management (2013-2017)

Certifications

» Cisco Certified Network Associate -

CCNA

Cisco Certified Network

Professional Enterprise - CCNP

Enterprise

Cisco Certified Specialist -

Enterprise Advanced Infrastructure

Implementation - ENARSI

Specialist

Cisco Certified Specialist -

Enterprise Core - ENCOR Specialist

» Implementing Cisco Data Center
Infrastructure - DCII

>

» VMware NSX-T Data Center: Install,
Configure, Manage [v3.0]
Languages

» Serbian, Bosnian, Croatian — Native
» English — Fluent
» Ukrainian, Russian — Basic

CISCO

Experience

2022 - Present

Large financial institution (Government)
Infrastructure Development Coordinator & Security Advisor

» Protection of data confidentiality
» Security planning and implementation
» Risk assessment and mitigation

2020 - Present
spicefactory.co, ospitek.com (Freelance)
Cloud Engineer

» Establishing site-to-site connectivity between cloud-based
services and multiple hospital locations in the USA and around
the world

» Setting up, maintaining and improving security: Linux servers,

Web services, Cloud services (NGINX, Apache, MySQL,
Postgres, AWS, OCI, OVH, Cloudflare, etc.)

2017 - Present

Large financial institution (Government)
Network Infrastructure Engineer

» Deploying and maintaning small and medium-sized networks

» Managing large enterprise network with 200+ branch locations
and 2 Data Centers

» Communicating with and providing support for other IT teams

» Cooperating with ISPs for provisioning of new services and
solutions

» Introducing and training new members of the team for their

tasks and duties

2006 - Present
Everyday GNU/Linux user (Mainly Debian/Ubuntu-based; Made
my own distro)

» Ethical hacking & Penetration testing (Backtrack, Kali Linux)

» Scripting & Automation (BASH, Python)
» Cryptography, Digital forensics, Biometric systems

Skills & Technologies

» Routing (BGP, EIGRP, OSPF)

» Switching (VLANSs, Etherchannels, vPCs, STPs, etc.)

» Troubleshooting (L1-L7)

» Security (VPN/IPSec tunnels, OpenVPN, Wireguard, Firewalls,
SSH, Linux hardening, Data encryption, Email security, etc.)

» WAN (Dark Fiber, L2/L3VPN, Frame Relay)

» VolIP systems (CUCM)

> Virtualization (VMware ESX, NSX-T, VirtualBox, etc.)

» Various Cisco platforms (Catalyst, Nexus, ISR, ASR, ASA, ACI,
ACS, ISE)

»  WIiFi (WLC, DD-WRT, OpenWRT, MikroTik RouterQS)

» Many others.


https://rudan.me

